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Abstract. Cross-domain data sharing involves exchanging or provid-
ing access to data between different systems or individuals, which is
critical in domains such as healthcare, transportation, and data market-
places. While blockchain technology addresses the single-point-of-failure
issue inherent in cloud servers for cross-domain data sharing, existing
blockchain-based methods face challenges such as complex permission
management, high storage costs, and trust issues. To address these chal-
lenges, we propose a federated blockchain based cross-domain data shar-
ing scheme that simplifies permission management by reducing the num-
ber of entities and specifying access rules, and decreases storage overhead
through encrypted indexing. Our approach enhances trust by improving
the ring signature algorithm to meet requirements for anonymity and ac-
countability in sensitive data sharing. Specifically, the enhanced ring sig-
nature algorithm provides anonymous authentication and tamper-proof
signatures while incorporating traceability features to balance privacy
protection with security auditing. This scheme effectively resolves the
challenges of privilege management, storage costs, trust crises, privacy
protection, and security auditing in medical data sharing scenarios. For-
mal security proofs, performance analysis, and experimental results val-
idate the scheme’s security, efficiency, and feasibility. Experimental data
shows a reduction in signing time by at least 30% and a 14% decrease in
verification time.

Keywords: Ring signature · Cross-domain Data Sharing · Privacy pro-
tection · Signature traceability · Blockchain.

1 Introduction
Cross-domain data sharing refers to the exchange and integration of data

across various domains, departments, systems, or organizations. It has become
an essential mechanism for collaboration and information exchange, particu-
larly in fields such as healthcare [36]. By enabling the integration of data from
diverse domains, cross-domain data sharing not only ensures data integrity but
also enhances data utilization efficiency, prevents information silos, and improves
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system transparency and real-time capabilities [21]. Despite its benefits, security
remains a critical concern in cross-domain data sharing, as it is necessary to safe-
guard data integrity, ensure compliance, and protect user privacy. Specifically,
inter-domain authentication plays a vital role in securing data exchanges [10].

While several studies have proposed cloud-based cross-domain data sharing
schemes that provide centralized platforms for data exchange, these solutions
often face significant challenges, such as trust crises. Specifically, issues such
as inefficiency and privacy leakage have been highlighted in practical applica-
tions [4], which negatively affect system performance and resource utilization
[29]. With the rise of cryptographic techniques, cloud-based data sharing solu-
tions leveraging Public Key Infrastructure (PKI) have been introduced. How-
ever, these schemes encounter difficulties, including the complexity of certificate
management [22] and vulnerability to a single point of failure [17]. As a re-
sult, innovative technological solutions are essential to address these limitations,
and recent schemes have focused on mitigating the single point of failure issue
through novel computing paradigms [9].

Blockchain-based cross-domain data-sharing schemes address trust crises and
mitigate single points of failure via decentralized networks, consensus mech-
anisms, and tamper-proof ledgers, thereby enabling trustless data verification
without reliance on central authorities [28, 5]. Enhanced by smart contracts and
heightened transparency, these frameworks ensure integrity, auditability, and se-
cure data exchange. Nonetheless, three critical challenges persist: Challenge 1:
the complexity of decentralized privilege management, which arises from con-
flicting requirements for multi-node authentication, granular access control, and
auditable encryption, thereby limiting adaptability to diverse participant needs;
Challenge 2: scalability issues inherent in blockchain’s ledger replication proto-
col, where voluminous data records exacerbate communication latency, network
congestion, and node storage costs, ultimately hindering efficiency; and Chal-
lenge 3: the privacy-audit trade-off, wherein transaction transparency—vital for
auditing—exposes sensitive metadata and compromises participant anonymity
despite cryptographic protections. In [14], blockchain’s auditable and interoper-
able nature in healthcare data sharing is shown to potentially compromise user
anonymity due to data traceability and insufficient privacy mechanisms, lead-
ing to data leaks, tampering, and unauthorized disclosures that adversely affect
clinical data availability and patient care quality. Consequently, privacy and in-
tegrity in cross-domain data-sharing schemes [20] must be rigorously evaluated
to ensure data security and validity [31].

To address these issues, we propose a federated blockchain-based distributed
cross-domain data-sharing scheme that enhances interoperability and standard-
ization across healthcare organizations, thereby facilitating efficient patient in-
formation exchange and reducing data loss from inconsistent formats. To re-
solve Challenge 1, we leverage Hyperledger Fabric’s modular architecture for
simplified access control and distributed authentication; for Challenge 2, we
reduce storage, communication, and bandwidth overhead by storing only en-
crypted data indices; and to mitigate Challenge 3, we introduce an enhanced



traceable ring signature (TRS) algorithm that preserves signer anonymity while
enabling traceability via an authority node (AN) [16]. Optimized with a stricter,
more transparent traceability mechanism, our TRS algorithm guarantees correct-
ness, anonymity, non-tamperability, and auditability, with experimental results
demonstrating a 30% reduction in signing time and a 14% decrease in verification
time, thereby underscoring the efficiency of our scheme for privacy protection in
medical data sharing.

This paper makes four key contributions: (1) We propose a cross-domain data
sharing scheme based on a federated blockchain, enhancing data interoperabil-
ity and standardization across different domains. The scheme provides detailed
descriptions of the system and security models while ensuring data tamper-
resistance, integrity, and transparency through the use of federated blockchain,
making data flow records traceable and auditable, and simplifying the rights
management process. (2) We improve and design a new traceable ring sig-
nature algorithm. The scheme incorporates the ring signature algorithm into
cross-domain data sharing to achieve key security attributes such as anonymity,
unforgeability, and auditability. By establishing the authority node within the
system and optimizing the signature algorithm, we achieve a balance between
privacy protection and security auditing by implementing a tracing and ac-
countability mechanism for the signer while maintaining conditional anonymity.
(3) We conduct an extensive security proof, verifying the security properties
of anonymity, unforgeability, and traceability for the signature algorithm. The
scheme’s security and effectiveness are demonstrated within the context of med-
ical data sharing scenarios. (4) Comparative benchmark analysis showing our
TRS outperforms existing ring signatures with 30% faster signing and 14%
reduced verification latency while uniquely enabling authorized identity trac-
ing—critical for regulatory compliance in multi-stakeholder systems.

2 Preliminaries
2.1 Ring Signature

Ring signatures (RS), pioneered by Rivest, Shamir, and Tauman [25], de-
liver cryptographic anonymity, unforgeability, and decentralized authentication
[2] by eliminating centralized authorities through public key-based signing [7].
While foundational in systems like Monero [23] and enhanced via secure data-
sharing variants [35, 6, 12, 1, 32, 18, 8, 33], conventional RS suffers from account-
ability deficits due to untraceable signers. Fujisaki et al.’s traceable RS (TRS)
[11] overcomes this through conditional anonymity—preserving privacy while
embedding authorized traceability to resolve transaction ambiguity [27]—en-
abling auditable applications in healthcare, smart grids, and IoT [24, 15, 26, 16]
via privacy-audit equilibrium.

The basic structure of a ring signature scheme consists of three sub-algorithms:
Setup(), Sign(), and V erify(). These sub-algorithms are detailed as follows:
• Setup(1λ) → PP : Initialization algorithm. Given the security parameter λ,

this algorithm generates the public parameter PP along with the public-
private key pair (pk, sk), where pk represents the user’s public key and sk
represents the user’s private key.



• Sign(m, sk, L) → σ: Signature algorithm. Given a message m, the signer
uses their private key sk and the public key set L to generate the signature
σ. Here, L = {PK1, ..., PKn} denotes the set of public keys of the ring
members.

• V erify(σ,m,L) → True/False: Signature verification algorithm. Given a
message m, the verifier checks the validity of the signature σ against the pub-
lic key set L, and outputs a boolean result indicating whether the verification
succeeded True or failed False.
Traceable ring signatures extend the basic scheme by adding an additional

sub-algorithm:
• Trace(σ,m, IDs, L) → s: Signature tracing algorithm. Given a message m,

the verifier checks the signature σ against the public key set L and the
identity set IDs, and outputs the index of the signer s.

2.2 Bilinear Mapping
Definition 1. (Bilinear Mapping): Let q be a large prime. Consider a q-order
additive cyclic group G1, along with a q-order multiplicative cyclic group GT .
A mapping e : G1 × G1 → GT is said to be bilinear if it satisfies the following
properties:
1) Bilinearity: ∀P1, P2, Q1 ∈ G1 and ∀ϕ, φ ∈ Z∗

q , it holds that:

e(P1 + P2, Q1) = e(P1, Q1)e(P2, Q1) and e(ϕP1, φQ1) = e(P1, Q1)
ϕφ

2) Non-degeneracy: ∃P1 ∈ G1,∃Q1 ∈ G1 such that e(P1, Q1) ̸= 1GT
.

3) Computability: ∀P1 ∈ G1,∀Q1 ∈ G1, there exists an efficient algorithm to
compute e(P1, Q1).

On elliptic curves, the bilinear mapping continues to meet these properties.
2.3 Computational Diffie-Hellman Problem
Definition 2. (Computational Diffie-Hellman Problem, CDHP): Given a large
prime q, suppose (P, aP, bP ) ∈ G1, where G1 is a cyclic group of order q under
addition, and a, b ∈ Z∗

q are unknown, compute abP . The success probability
of solving CDHP in is given by AdvCDHP

A (λ) = Pr[M(P, aP, abP ) = abP ],
where M is a probabilistic polynomial-time algorithm. For any adversary A, if
AdvCDHP

A (λ) is negligibly small in the probability polynomial time (PPT), then
CDHP does not hold.

3 Overview of Framework
In this section, we first give a framework description of a cross-domain data

sharing scheme, including notation, entities, system architecture, and then give
the security attribute conventions.
3.1 System Architecture

We present the system architecture of the cross-domain data sharing scheme
as illustrated in Fig. 1. The scheme involves five different types of entities:
1. AN (Authority Node): AN is a distributed blockchain node responsible

for system initialization, user identity management, signature traceability,
and accountability for failed verifications.



Table 1: Notations.
Symbol Description

λ Security Parameters
q A Large Prime

G1, GT Cyclic Groups of Order q
e Bilinear Mapping e : G1 ×G1 → GT

P,Q A Generator/Element in G1

H1, H2 Secure Cryptographic Hash Functions
(y, S) Private/Public Key Pairs of AN
z, Ppub Master Key, Master Public Key
PP System Parameters

ABE.Enc,ABE.Dec CP-ABE Encryption/Decryption Indexing Operations
ID, kID User Identification, Partial Private Key
v, YID User Secret Value, User Partial Public Key
(x,X) User’s Private/Public Key Pair
M EHR Content
IDs ID Collection
L Public Key Collection

σ,M ′ Signature, Short Encrypted Hash Index for EHR
2. KGC (Key Generation Center): KGC is responsible for key distribution,

generating a master key, public key, and providing partial private keys and
identity IDs to users.

3. DU (Data User): DU is an entity involved in generating, signing, upload-
ing, and accessing Electronic Health Records (EHR), interacting with AN
for authorization and permissions.

4. EN (Entity Node): EN handles signature uploading and verification, stor-
ing data on the blockchain, generating EHR indexes, and comparing them
to the blockchain for verification.

5. Blockchain: A platform that securely stores signatures, manages transac-
tions, and records operations. Nodes like AN, KGC, and EN enable dis-
tributed key generation, data sharing, and auditing. All data access and
modifications are logged, ensuring immutability and traceability of unau-
thorized actions, enhancing accountability.
This framework integrates Hyperledger Fabric’s PBFT-based permissioned

architecture with CP-ABE-enhanced encryption for Byzantine fault-tolerant EHR
sharing. Fabric’s modular design implements PBFT consensus to achieve 2/3
node integrity thresholds, coupled with multi-channel isolation for domain-specific
transactional confidentiality. The v2.0+ private state databases enforce node
authorization through smart contracts, while inspired by CP-ABE schemes [34,
13] to bind EHRs with dynamic attribute policies — decryption requires both
PBFT-validated ledger permissions and cryptographically proven credentials
(Table 1). This dual-layer approach (PBFT for Byzantine resilience, CP-ABE
for fine-grained access) guarantees tamper-evident auditability and policy-driven
data sovereignty in federated healthcare ecosystems.

As illustrated in Fig. 1, to provide a clearer understanding of our proposed
scheme, we detail the interaction process of each entity. Prior to these inter-
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Fig. 1: Overview of Our Approach
actions, an initialization phase is required. This phase involves generating the
system parameters PP , the master key and master public key, and the DU’s
identity ID along with its private/public key pair (x,X). The subsequent inter-
action processes are outlined as follows:
– Publishing Access Rules: To mitigate the complexity of permission man-

agement, all DUs negotiate and publish sharing rules and access policies—including
DU identity, domain information, and data operations—on the blockchain
platform, thereby enhancing transparency, preventing tampering, and stream-
lining permission allocation and management.

– Data Sharing: In sharing Electronic Health Records (EHRs), the solution
uses traceable ring signature (TRS) technology to ensure data anonymity,
while allowing traceability of the signer when needed, balancing privacy and
security auditing. The EHR content is denoted as M , and DU generates a
signature σ for M , which is verified by EN. To reduce blockchain storage and
computation, EN stores M in a data center and uploads the encrypted index
M ′ of the EHR and σ to the blockchain after validation. Access to the EHR is
granted only after legitimate permission is verified. The data and signatures
are standardized for inter-domain interoperability and compatibility.

– Accountability Mechanism: To ensure auditability, AN can identify the
real signer from the signature σ. AN then generates an accountability re-
port, which is sent to the relevant parties, holding the signer accountable.
This mechanism not only ensures transparency of system operations but also
enhances the security and trustworthiness of the system.

3.2 Security Attribute Convention
In this blockchain-based healthcare data sharing scenario, it is crucial to

design traceable ring signature algorithms that enable accountability without
requiring interaction between DUs during sensitive data generation. Addition-
ally, AN should be able to identify the actual signer without interacting with
the signer or the signature verifier. We analyze the security requirements of this



scenario by defining 3 core properties: anonymity, non-tamperability, and trace-
ability. We assume that the scheme adheres to the security guarantees provided
by CDHP.

To facilitate the proof of these security properties in subsequent sections, we
introduce the following three types of oracles:
– Oracle-Random(OR): Outputs a random value.
– Oracle-Corruption(OC): Takes a public key pki as input and returns the

corresponding private key ski.
– Oracle-Signature(OS): Takes data m as input and returns a signature σ.

The scheme must satisfy the following security properties:

Anonymity: The scheme satisfies anonymity if, for any adversary, given a set of
identities IDs = {ID1, ID2, . . . , IDn}, with all DUs IDi ∈ IDs, the probability
of identifying the true signer from a signature σ is negligible, i.e., at most 1/n.

Unforgeability: The scheme satisfies unforgeability if, for any probabilistic
polynomial-time (PPT) adversary A, the probability of successfully tampering
with a valid signature is negligible.

Traceability: The scheme satisfies traceability if, for any IDi ∈ IDs within any
ring, the probability of identifying the signer from the signature σ is negligible
for any entity without AN privileges.

Auditability: After obtaining the traceability results, AN checks and evaluates
the signature behavior to ensure compliance with security and privacy policies,
detect any violations, and confirm adherence to system standards.

Accountability: After identifying the signer, AN reviews the signature behavior
for compliance and enforces accountability according to regulations or system
specifications, ensuring system security and transparency.
4 Methodology

In this section, we present the implementation of the proposed method based
on the previously described framework. This includes defining access rules, data
sharing processes with a detailed signature algorithm, and outlining the ac-
countability mechanism. Before the implementation can proceed, the following
initialization steps are required.

The cryptographic system initialization proceeds as follows: define security
parameter λ and prime q, then instantiate hash functions H1 : {0, 1}∗→Z∗

q and
H2 : {0, 1}∗→G1. AN deploys blockchain-based consensus with traceability smart
contracts, selecting private key y ∈ Z∗

q to compute public key S = yP . The KGC
generates master key z and public key Ppub, while publishing system parame-
ters PP = {λ,G1, GT , P,Q, e,H1, H2, S, Ppub} on-chain. Private keys remain
confidential through ABE.Enc/Dec algorithms. For each user ID: (1) compute
partial private key kID = z+H1(ID); (2) generate secret v to derive private key
x = vkID; (3) calculate public key X = vYID where YID = Ppub + H1(ID)P .
Following initialization, all users possess certified key pairs (x,X), enabling ex-
ecution of subsequent protocols (detailed in the next 3 subsections).



4.1 Publishing Access Rules
This subsection describes the process of defining and enforcing access rules

for private data sharing, which consists of two main steps:
1. Access Rules and Policy Definition: All DUs define and publish ac-

cess control rules and data-sharing policies on the blockchain. These policies
specify the conditions under which specific private data can be accessed and
by whom, thereby ensuring transparency and accountability.

2. License Issuance: AN verifies whether a user possesses the necessary per-
missions to perform a given operation on the data. If the user is authorized,
EN issues a license, denoted as lic = {seql, Xs, op, tr}, where seql is the li-
cense sequence number, Xs is the user identifier, op represents the type of
operation, and tr is the timestamp of issuance. This license serves as proof
of the user’s access rights and enables secure data interaction.

4.2 Data Sharing
When a patient visits a doctor, medical data is generated, triggering DU

(acting as both doctor and data owner) to sign the EHR. AN first verifies the
license lic to authenticate DU’s signing authority. Upon successful validation,
DU generates the EHR and initiates the signature phase as follows: let s denote
DU’s serial number and n represent the ring length, then proceed with the steps
outlined below:
1. Compute HQs = H2(IDs), and randomly select ϕ ∈ Z∗

q and compute Φ =
ϕP .

2. For each j = 1, 2, . . . , n with j ̸= s, randomly select uj ← Z∗
q and compute

Uj = ujP . Then compute hj = H1(L,M,Uj ,Φ).
3. Compute V = vsQ, τ = H1(L,M, V ), as = H1(L,Φ). Finally, compute

Θ = (τ + as)Q.
4. Randomly select ∀T1, T2, . . . , Tn ∈ G1 and compute Ys = vs(S + HQs),

TR = vs
n∑

i=1

Ti, and Ts = (as + cs)TR, where cs = H1(IDs). Then randomly

select ∀δ ← Z∗
q and compute Us = δXs −

∑
j ̸=s

(Uj + hjXj), where hj =

H1(L,M,Uj ,Φ), j = 1, 2, . . . , n. Finally, compute W = (hs + δ)Θ and Z =
xsW , where hs = H1(L,M,Us,Φ).

5. The final generated signature is σ = (V,U1, U2, . . . , Un, Z,Φ, T1, T2, . . . , Tn, Ts, Ys).
After the signature is generated, the following operations are performed:

1. DU sends the tuple (M,σ) to AN for storage, and subsequently transmits
(M,σ) to its EN, which verifies the validity of σ as follows:
(a) Compute τ = H1(L,M, V ), as = H1(L,Φ), and Θ = (τ + as)Q.
(b) For each j = 1, 2, . . . , n, compute hj = H1(L,M,Uj ,Φ), and then verify

the equation e(P,Z) = e(
n∑

j=1

(Uj + hjXj),Θ).

(c) If the equation is valid, then the EHR content M and the signature σ are
deemed valid, and the process continues. Otherwise, the result is notified
to DU, and a traceability request is sent to AN.



2. EN stores M within the data center, generates a short cryptographic index
M ′ = ABE.Enc(M) for M , where M ′ can be decrypted by ABE.Dec, and
uploads (M ′, σ) to the blockchain.
When DU sends a request to EN along with the associated EHR number,

the request can pertain to two types of data sharing processes: intra-domain and
cross-domain. These correspond to intra-domain data sharing and cross-domain
data sharing, respectively. The permission verification and data sharing process
is described as follows:
1. EN verifies whether DU possesses the necessary access rights to the requested

data, as stipulated by the license lic. If DU has the appropriate privileges,
the process continues to the next step. Otherwise, the process terminates.

2. EN retrieves the relevant EHR data from its local server. Let the EHR data
be denoted as M and the corresponding blockchain-stored data as M ′. If
M ′ = ABE.Enc(M), EN extracts the tuple (M ′, σ) and proceeds to the
next step. If this condition is not met, EN reports a verification failure to
DU and forwards an accountability request to AN, as detailed in Section 4.3.
Upon successful verification, EN shares the EHR data M with DU.
This process ensures the secure and authorized sharing of medical data, safe-

guarding both intra-domain and cross-domain data exchanges.
4.3 Accountability Mechanism

In the event of a signature verification failure or other medical-related in-
cidents, DU forwards a tuple (M,σ) and an accountability request to AN. AN
subsequently invokes a smart contract to identify the specific signer responsible
for the incident using a traceability algorithm, thereby ensuring accountability.
The process is outlined as follows:
1. AN receives the tuple (M,σ), extracts the signature σ, and computes Γ =∑n

i=1 Ti, where Γ represents the aggregation of the values Ti.
2. For each i ∈ {1, 2, . . . , n}, AN performs the following computations:

– Calculate as = H1(L,Φ), and then compute ci = H1(IDi).
– Determine di = as + ci, and compute Ω = diYs, where Ys is a public

value associated with the signer.
– AN performs signature validation through verification of the pairing

equation e(Ts, S+HQi) = e(Γ, Ω), enabling signer traceability by iden-
tifying the accountable signer s from valid cryptographic commitments.

3. Based on the outcome of the signature trace, AN generates an accountability
report and forwards it to the identified signer s.

5 Security Proof
In this section, we prove the security of the 3 security properties of anonymity,

non-tamperability, and traceability, using the random Oracle and CDHP as-
sumptions. The proof results show that our scheme is secure.
5.1 Correctness of Signature
Theorem 1. Correctness of the signature is satisfied if AN is completely trust-
worthy and irreplaceable by any adversary A, KGC is able to generate the master



key and the master public key honestly, and DU as well as EN are able to execute
the process correctly.

Proof. Correctness needs to be satisfied for signature verification, as shown in
the following proof process:

e

 n∑
j=1

(Uj + hjXj),Θ

 = e
(
δXs − Us + Us + hsXs,Θ

)
= e((δ + hs)Xs,Θ)

= e(vs(δ + hs)Ys,Θ) = e (vs(δ + hs)(z + cs)P,Θ)

= e(xsP,W ) = e(P, xsW ) = e(P,Z)

As above, the signature correctness can be verified.

5.2 Anonymity
Theorem 2. In our scheme, for any PPT adversary A, the information and
identities of DUs cannot be exposed.

Proof. Assuming that DUs, EN, AN, and KGC behave honestly, they can be
classified as follows. The challenger C initializes the system, computes the sys-
tem’s public parameters, and returns them to the adversary A.

In the initialization phase, the following two scenarios need to be discussed:
1. Master Key Generation: The master key is a random number, and

the master public key is a random point on the elliptic curve group G1. The
probability of a third party guessing the master key and the master public key
is negligible.

2. User Information Generation: Each user’s ID is represented as a ran-
domly generated bit string, and the IDs of different doctors are unique. The
probability of guessing a private key is negligible since ci is a random number
generated by the hash function, and vi is a random number chosen by the doctor.
The public key, similarly, is a random point on G1.

During the signing phase, assume the number of ring members is n. Let V be
a random point on G1, and U1, U2, . . . , Un be n randomly selected points from
G1. Let δ and as be random numbers generated by the signer during the signing
process. Since H1 is a hash function and Φ is a different random point on G1, hj

is a random number for j = 1, 2, . . . , n, and consequently, Us is a random point
on G1 that reveals no signer information. In summary, various random points
and numbers are generated during the signature phase, and according to CDHP,
these values cannot be computed or reversed. During the EHR acquisition phase,
signature verification is required; however, the signature contains no identifying
information about the signer, and access to blockchain-stored data is necessary.
As both the verification and recording of transactions occur on the blockchain,
with transaction data and addresses encrypted, the actual identity of the data
user remains undisclosed.

In conclusion, assuming the number of ring members i.e., the ring size is n,
the probability that adversary A correctly guesses the signer within the ring



is at most 1/n. Given that the number of ring members is typically large, the
probability of A successfully identifying the signer can be ignored. Thus, the
identities of DUs, and other participants remain securely concealed.

5.3 Non-tamperability
Theorem 3. For any PPT adversary A, the probability of a signature being
forged is negligible if CDHP holds.

Proof. Let the adversary be denoted as A and the challenger as C. The game is
defined as solving CDHP. Given a random instance (P, P1 = aP, P2 = bP ) ∈ G3

1,
where a, b ∈ Z∗

q are unknown to C, A attempts to forge a valid signature. C will
use A’s forgery to compute abP . Assume there exists a user’s public key that
satisfies the relation Xj = aP , where j is the index of DU.

Initialization: The challenger C runs the algorithm to obtain the system
parameters PP = {λ,G1, GT , P,Q, e,H1, H2, S} and randomly chooses a value
z ∈ Z∗

q as the master key, then computes the master public key Ppub = zP .
– OC Query: If i ̸= j, C answers the value Xi ∈ G1 ofA’s public key. Otherwise,
C returns Xj = aP to the adversary A.

– OR Query: C generates a list Lh, which is initialized to be empty. Once C
receives a query, it verifies the existence of the tuple (IDi, ci, vi, Xi) in Lh,
where IDi is the identity, ci = H1(IDi), and vi is the secret value. If present,
C responds using such a record. Otherwise, C queries Lh to obtain a tuple
(IDi, ci, vi, Xi) and performs the following:
• If i = j, C selects a value vi ∈ Z∗

q , computes the partial public key
Yi = Ppub +H1(IDi)P , and finally computes the public key Xi = viYi.
C then adds the tuple (IDi, ci, vi, Xi) to Lh.

• Otherwise, C reselects a vi value.
– OC Query: If i ̸= j, C returns the private key xi to user i; otherwise, it

terminates with ⊥.
– Signature OS Query:
• Use OC query: If i ̸= j, C runs and knows the secret value vi. Otherwise,
C randomly chooses ∀v ← Z∗

q and computes V = vQ, where v represents
the secret value.

• Using OR query: C computes τ = H1(L,M, V ) and as = H1(L,Φ).
Finally, C computes Θ = (τ + as)Q. Assume Θ = bP . Then C randomly
selects ∀ui ← Z∗

q and computes Ui = uiP . Subsequently, C computes
hi = H1(L,M,Ui,Φ).

• If i = j, C computes HQi = H2(IDi).
• For i = j, C randomly selects ∀δ ← Z∗

q and computes Uj = δXj−
∑
i ̸=j

(Ui+

hiXi), where hj = H1(L,M,Uj ,Φ) and Xj is the public key of user j,
j = 1, 2, . . . , n. If the tuple (L,M,Uj ,Φ, ĥj) exists in the list Ls (which
is initialized to be empty) and j exists such that hj ̸= ĥj , return the
signature OS query, otherwise proceed to the next step.

• C randomly selects ∀T1, T2, . . . , Tn ∈ G1, computes Yj = vj(S + HQj),

TR = vj
n∑

i=1

Ti, and finally computes Ts = (as + cj)TR, where cj =



H1(IDj). Then C computes W = (hj + δ)Θ, Z = xjW , where hj =
H1(L,M,Uj ,Φ).

If A can effectively tamper with a valid signature

σ∗ = (V ∗, U1, U2, . . . , Un, Z
∗,Φ∗, T1, T2, . . . , Tn, T

∗
s , Y

∗
s )

on the tuple (L∗,M∗,Φ∗), A forges another valid signature as follow:

σ̂∗ = (V̂ ∗, U1, U2, . . . , Un, Ẑ
∗, Φ̂∗, T1, T2, . . . , Tn, T̂

∗
s , Ŷ

∗
s )

According to the signature bifurcation theorem, the probability of the following
events is non-negligible: if i = j, then h∗

j ̸= ĥ∗
j ; if i ̸= j, then h∗

i = ĥ∗
i . Thus, the

following equation is introduced:

e(P,Z∗) = e

(
n∑

i=1

(Ui + h∗
iXi),Θ

)
?
= e(P, Ẑ∗) = e

(
n∑

i=1

(Ui + ĥ∗
iXi),Θ

)
(1)

Subtracting from equation (2) gives:
e(P,Z∗ − Ẑ∗) = e(a(h∗

j − ĥ∗
j )P,Θ) = e(P, a(h∗

j − ĥ∗
j )(τ + as)Q) (2)

Thus, a(h∗
j − ĥ∗

j )bP = Z∗ − Ẑ∗.
This leads to abP = (Z∗ − Ẑ∗)(h∗

j − ĥ∗
j )

−1.
Final Conclusion: A solves CDHP with non-negligible probability. There-

fore, under the CDHP assumption, our scheme satisfies unforgeability.

5.4 Auditability and Accountability
Theorem 4. Our protocol enables tracing the real signer s by AN, which exclu-
sively retains this capability. To verify a signature’s authenticity, confirming the
equation e(T ′, Q+HQs) = e(Γ,Ω) is essential.

Proof. Once the actual signer s is identified, the following verification steps oc-
cur:

e(T ′, Q+HQs) = e((as+cs)TR, Q+HQs) = e(dsTR, Q+HQs)

= e

(
dsvs

n∑
i=1

Ti, Q+HQs

)
= e(dsvsΓ, Q+HQs)

= e(dsΓ, vs(Q+HQs)) = e(dsΓ, Y
′) = e(Γ, dsY

′) = e(Γ,Ω)

As above, the signature auditability and accountability can be verified.

5.5 Other Security Features
• Data integrity: Maintaining data integrity is crucial. During signature ver-

ification, the equation e(P,Z) = e(
n∑

j=1

(Uj+hjXj),Θ) is pivotal. Any change

in M alters hj , invalidating the equation and causing verification to fail. Up-
loading the signature and hash index of EHR reduces the risk of tampering.

• Legitimacy of operation: Ensuring user legitimacy is essential for secure
data sharing. Signers must be authenticated, requiring appropriate licenses.



• On-Blockchain traceability: Traceability within the blockchain is crucial
for accountability. Transactions must execute without interference, verified
through unanimous agreement among network nodes. This decentralized val-
idation mitigates the risk of a single point of failure.

• Immutability: The blockchain’s immutability is integral to security. Con-
sensus among nodes confirms block validity, making tampering difficult. Any
modification disrupts the blockchain’s integrity.

• Verifiability: Blockchain transparency allows comprehensive verification of
transactions. Each transaction can be traced through the chain, facilitating
signature validation using the ring signature mechanism.

6 Performance Analysis
6.1 Comparison of Ring Signature Schemes

Table 2: Comparison of different ring signature schemes, and “#" represents the
baseline schemes
# Architecture Type of Ring Signature ECC

[3] Cloud Server Certificateless, Untraceable Pairing
[35] Blockchain Untraceable Pairing
[30] Blockchain Untraceable No Pairing
[15] Blockchain Certificateless, Traceable Pairing
[19] Web-based Untraceable Pairing
Ours Federated Blockchain Certificateless, Traceable Pairing

We compared the ring signature scheme proposed in this paper with sev-
eral existing schemes [3, 35, 30, 15, 19], highlighting the significant advantages of
our approach. Our scheme leverages a federated blockchain architecture that of-
fers superior security and control in restricted environments compared to cloud
servers [3], web-based approaches [19], or other blockchains [30]; notably, its
authentication-free, traceable ring signature type excels in data traceability.
While the scheme in [15] also supports traceability, our approach—combined
with the federated blockchain—significantly enhances data management and au-
diting efficiency, ensuring data integrity and transparency, and demonstrates su-
perior performance (see Section 6.2 for details). In comparison to ring signature
schemes lacking traceability [30, 19], our scheme provides robust data traceability
and auditing capabilities while maintaining privacy protection, and thus stands
out in terms of architectural design, traceability, and bilinear pairing support,
making it particularly suitable for applications requiring high security and strict
regulatory compliance.
6.2 Experimental Design and Results

This section evaluates the computational overhead and performance of vari-
ous bilinear pairing ring signature schemes, including those in [15] and [19], which
involve two roles. We compare these schemes against our proposed method and
also analyze blockchain performance. The key research questions explored in this
section include:



– RQ1: How does the computational overhead of our ring signature algorithm
compare to other schemes?

– RQ2: How does the overall performance of our ring signature algorithm
compare to other schemes?

– RQ3: What are the blockchain platform’s key performance metrics, such as
CPU usage and memory?

6.2.1 Experimental Environment
To evaluate the performance of the signature algorithm, we set up a simu-

lation environment on a Dell host running Ubuntu 22.04.3, equipped with an
Intel Core i7-10700 processor and 40GB of RAM. The environment was con-
figured with Docker 24.0.5, Docker Compose 1.29.2, and Go 1.18.8 to deploy
Hyperledger Fabric v2.2, utilizing the PBFT consensus protocol. Three peer
nodes were deployed within the blockchain system. Additionally, we employed
Hyperledger Caliper v0.4.2 to assess the blockchain’s performance.
6.2.2 Comparison of Computational Overhead (RQ1)

Table 3 compares the functionality and computational overhead of various
ring signature schemes. Our proposed scheme shares similar signing and verifica-
tion phases with others. The computational overhead for each phase is detailed
in Table 3, with n representing the ring size. Assuming n users generate n indi-
vidual signatures, the following notations represent the different cryptographic
operations:
– Th: Execution time of the hash function mapping.
– Tmp: Execution time of scalar multiplication on G1.
– Tbp: Execution time of bilinear pairing.
– Tpr: Execution time of data processing, such as encryption/decryption or

other operations.

Table 3: Comparison of time overhead of different algorithms
# Signing Verification Tracing

[15] (4n-1)Tmp + nTh nTmp+2Tbp +3Tpr+nTh (3n-1)Tmp+(2+2n)Tbp

[19] (2n+2)Tmp+2nTh+2Tpr 2nTmp+4Tbp+4Tpr+2nTh —
Ours (n+8)Tmp + (n+3) Th (n+1)Tmp+2Tbp

+Tpr+(n+2)Th

nTmp+(n+1)Th+2nTbp

Answer to RQ1: The computational overhead of our ring signature algo-
rithm, as shown in Table 3, is generally more efficient than [19] in terms of
signing and verification time, with fewer computational operations required for
these phases. Compared to [15], our scheme offers similar performance in sign-
ing and verification but introduces a lower computational overhead in tracing
operations.
6.2.3 Experimental Design and Results (RQ2)

In our study, we evaluated the performance of our cryptographic framework
by measuring the execution times of signature algorithms and encryption oper-

https://github.com/hyperledger/fabric
https://github.com/hyperledger/caliper
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Fig. 2: Performance Comparison
ations using Go’s testing framework on 1,000 anonymized 1KB medical data en-
tries processed on the bn254 elliptic curve, which ensuring 128-bit security with
a 254-bit base domain size. The results depicted in Figs. 2 show the time cost
of our scheme for preprocessing in Fig. 2(a), signature generation in Fig. 2(b),
verification in 2(c), and tracing in Fig. 2(d) for different numbers of users.

Answer to RQ2: The overall performance of our ring signature algorithm is
significantly better than other schemes, achieving a 30% reduction in signature
generation time compared to [19], an 83% decrease in time compared to [15],
while also improving signature verification time by 14% and 31% compared to
[15] and [19], respectively, all while introducing traceability and maintaining
efficiency. Overall, our scheme effectively balances enhanced traceability with
improved efficiency, also benefiting from the optimized performance of the hash
function, bilinear mapping, and data processing operations.
6.2.4 Blockchain Throughput Performance (RQ3)

In the proposed blockchain system, we deployed Certificate Authority (CA)
nodes within the Authority Node (AN), created a channel, and generated blocks.
Entity Nodes (ENs) were deployed across two organizations, Org0 and Org1,
representing different nodes, with DUs connecting to the peer0 and peer1 nodes
within their respective organizations. Smart contracts were packaged and in-
stalled on the ENs, executed via a command-line script. We evaluated the per-

Data Availability Declaration: Due to privacy concerns and ethical considerations, the
raw data cannot be shared publicly.
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Fig. 3: Blockchain Performance
formance of the smart contracts invoked during the signing, verification, and
tracing phases, comparing them to the benchmark BASIC. Test results, aver-
aged over 100 iterations, show the throughput and resource utilization for various
operations, as illustrated in Fig. 3. Signing achieves 382.1 transactions per sec-
ond (TPS) with 8.76 MB memory usage and 12.46% CPU usage. Verification
achieves 361.4 TPS with 9.01 MB memory usage and 11.39% CPU usage. Trac-
ing achieves 344.1 TPS with 9.52 MB memory usage and 12.02% CPU usage.
The benchmark BASIC achieves 371.5 TPS with 8.43 MB memory usage and
10.74% CPU usage.

Answer to RQ3: The key performance metrics of the blockchain platform
include throughput values of 382.1 TPS for signing, 361.4 TPS for verification,
and 344.1 TPS for tracing, as shown in Fig. 3. Additionally, the system achieved a
transaction success rate of 100%. Importantly, the performance overhead grows
little with the addition of ring signatures, demonstrating the efficiency of the
proposed approach.

7 Conclusion and Outlook
This paper presents a cross-domain data sharing scheme using federated

blockchain and an enhanced ring signature algorithm. Unlike traditional ring
signatures, our scheme offers data integrity, conditional anonymity, traceability,
auditability, and privacy protection. By incorporating authority nodes, we im-
prove traceability and accountability while ensuring conditional anonymity. Our
scheme effectively protects medical data privacy and is validated through formal
analyses for suitability in medical data sharing.
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